<JSTORM>

Advanced Object
Serialization

( )

ST OT M sow

http://www.jstorm.pe.kr
JAVA PROFESSIONAL



http://www.jstorm.pe.kr

Revision: <1.0>

Issued by: < >

<2001/09/">

Document Information

Document title:
Document file name: AdvancedSerialization _final.doc
Revision number: <1.0>
Issued by: <JSTORM>
Issue Date: <2001/09/11 >
Status: Final
Content Information
Audience ,
Abstract
Reference (http://devel oper.java.sun.com/devel oper/techn

Benchmark information

ical Articles AL T/serialization/?frontpage-jdc
)

JSTORM

<2/15>


http://developer.java.sun.com/developer/techn

Issued by: < >
Revision: <1.0> <2001/09/">

Table of Contents

Advanced Object SerialiZatioN ... e 1

Advanced Object Serialization ( ) s 4

JSTORM <3/15>



Issued by: < >
Revision: <1.0> <2001/09/">

Advanced Object

Li)/j):_)-)) Serialization
) ( )

By John Zukowski
August 2001

http://devel oper.java.sun.com/devel oper/technical Articles/ AL T/serialization/ rontpage-jdc

Seridization

, ObjectinputStreamField seridzable
(encrypting)

(Serialization) ?

. RMI(Remote Method
Invocetion)

ObjectOutputStream ObjectInputStream
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(circular references) (multiple references)

- (

Seridizable
implement . Seridizable

implement Seridizable

(Seridizable)
Seridizable . Seridizable
. javaawt.Image javalang.Thread
Seridizable transient
transient Image image;
non-static non-transient

'(deﬁeri dize)

bj ect Qut put St ream oos =

new bj ect Qut put St rean{ anCQut put Stream ;
Serializable serializableOject = ...

00s. writeQbject(serializablelhject);

Obj ect I nput Stream oi s =
new Qbj ect | nput St r ean( anl nput St r eam ;
Obj ect serializabl eCbject = ois.readObject();

readObject  writeObject
output
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private void witeCObject(ObjectQutputStream 00s)
throws | OException {
oos. defaul t WiteObject();
/1 Witel/save additional fields
00s. writeObject(new java.util.Date());

}

[l assunmes "static java.util.Date aDate;" declared
private void readObj ect ((Obj ectl nput Stream oi s)
throws C assNot FoundException, | OException {
oi s. def aul t ReadOhj ect () ;
/! Read/initialize additional fields
aDate = (java.util.Date)ois.readject();

}
readObject  writeObject Seridizable
( Validating Streams )
ObjectinputValidation ObjectinputStream
readObject public void
val i dat eObj ect () throvvs I nval i dObj ect Excepti on
readObject
regi sterVvalidati on( Obj ect I nputVal i dation, int)
ObjectinputStream (vaidator)
(vaidator)
( -)

private void readObj ect ((Obj ectl nput Stream oi s)
t hrows C assNot FoundException, | OException {

0| s regi sterVvalidation(validator, 0);
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ValidationExample

i mport java.io.*;

public class Validati onExanpl e

i npl ements Serializable, ObjectlnputValidation {

private int x, vy;
public static void main(
String args[]) throws Exception {

if (args.length 1= 2) {
Systemerr.println(
"Pl ease pass in two nunbers");
Systemexit(-1);

}

/1 Initialize object

Val i dati onExanpl e ve = new Val i dati onExanpl e();

try {
ve.X = Integer.parselnt(args[0]);
ve.y = Integer.parselnt(args[1]);

} catch (Number For mat Exception e) {
Systemerr.println(
"Pl ease pass in two nunbers");
Systemexit(-1);

}

Fil eQut put Stream fos =

new Fil eQut put Stream"val .ser");
(bj ect Qut put Stream oos =

new Qbj ect Qut put St rean(f os);
00s.witeChject(ve);
00s. cl ose();

try {
FilelnputStreamfis =

new Fil el nput Stream("val . ser");
oj ectl nput Stream oi s =
new Obj ect |l nput Strean(fis);
Val i dati onExanpl e ve2 =
(Vval i dati onExanpl e) oi s. readChj ect () ;
oi s.close();
Systemout. println(ve2);
} catch (InvalidQObjectException invalid) {
Systemerr.println(invalid. get Message());

JSTORM

<7/15>



Issued by: <

>

Revision: <1.0> <2001/09/">

}
}

public String toString() {
return get C ass(). get Namg(
) +UIXE X Ty by o+ ]

}

private void readCbject (ObjectlnputStream oi s)
t hrows C assNot FoundExcepti on,
| CException {
oi s.registerValidation(this, 0);
oi s. def aul t ReadObj ect () ;
}

public void validateCbject()
throws | nval i dObj ect Exception {
if ((x ==6) || (y ==6)) {
t hrow new I nval i dCbj ect Excepti on(
"6 is an invalid entry. Can't restore.");

}
}
}
ObjectStreamField
. non-static  non-transient . ,
serid PersigtentFields ( private, static, final ) ObjectStreamField
username  counter password

public class MyCl ass inplenments Serializable {
private String usernang;
private int counter;
private String password;

private final static QojectStreantiel d[]
serial PersistentFields = {
new Cbj ect Streanti el d(
"username", String.class),
new Cbj ect Streanti el d("counter™, int.class)

b
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serid PersistentFields readObject  writeObject

serid PersistentFields

Poi nt point;
Di nensi on di nensi on;

Rectangle rectangle;

(bidirection)
dimenson rectangle serid PersstentFields

private static final
bj ect Streanfiel d[] serial PersistentFields = {
new Cbj ect StreanFi el d("point"”, Point.class),
new Cbj ect StreanFi el d("di nensi on", D nmension. cl ass)

b

readObject  writeObject

private void readObj ect ((bj ectlnputStream oi s)
t hrows C assNot FoundException, | OException {

/!l Read version one types

bjectlnputStream GetField fields =

oi s.readFi el ds();

Point point = (Point)fields.get("point", null);
Di mensi on di nension =

(Di nmension) fields.get("dinmension", null);

/1l Convert to version two type
rectangl e = new Rectangl e(poi nt, dinension);

}

private witeQbject(ObjectQutputStream 00s)
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t hrows | OException {

/1 Convert to version one types
bj ectQutput Stream PutFields fields =
00s. put Fi el ds();
fields.put("point", rectangle.getlLocation());
fields. put("di nension", rectangle.getSize());

/[l Wite version one types
oos.witeFields();

seridVersionUID
seriaver

SeridPera stentFieds

Using Seridization and the Seridizable Fieds AP
http://java.sun.com/j2se/1.4/docs/quide/serializati on/exampl es/a timpl /index3.html

( Encrypting
Serialized Object )

JCE(Java Cryptography Extension) .
CipherOutputStream SealedObject

Cipher . CipherOutputStream
Sedl edObject Seridizable
CipherOutputStream

( )
CipherlnputStream .

Cipher

i nport java.io.*;

i nport javax.crypto.*;

i nport javax.crypto. spec. *;
inport java.awt.*;

public class Ci pher Exanpl e {
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/'l Password nmust be at |east 8 characters
private static final String password =
"zukowski ";

public static void main(String args|]
) throws Exception {

Poi nt point = new Poi nt (100, 200);
Di mensi on di m = new Di nensi on( 300, 400);
Rectangl e rect = new Rectangl e(point, dim;

/1 Create Key

byte key[] = password. getBytes();

DESKeySpec desKeySpec = new DESKeySpec(key);
Secr et KeyFactory keyFactory =

Secr et KeyFact ory. get I nstance("DES") ;

Secret Key secretKey =

keyFact ory. gener at eSecr et (desKeySpec) ;

/1 Create Ci pher

C pher desC pher =

Ci pher. get | nstance(" DES/ ECB/ PKCS5Paddi ng") ;
desCi pher.init (G pher. ENCRYPT_MODE, secretKey);

/]l Create stream
Fil eQutput Stream fos =
new Fi | eQut put St ream " out. des");
Buf f er edQut put St ream bos =
new Buf f er edQut put St r ean(f os) ;
Ci pher Qut put Stream cos =
new Ci pher Qut put St ream( bos, desC pher);
Cbj ect Qut put Stream oos =
new Qbj ect Qut put St rean( cos) ;

/'l Wite objects

00s. witeQbject(point);
00s. witeQhject(dim;
oos.witeChject(rect);
oos. flush();
00s. cl ose();

/1 Change ci pher node
desCi pher.init (G pher. DECRYPT_MODE, secretKey);

/'l Create stream
FilelnputStreamfis =
new Fil el nput St ream( " out. des");
Buf f er edl nput Stream bis =
new Buf f er edl nput Strean(fis);
Ci pherlnputStreamcis =
new Ci pherl nput Stream bi s, desCi pher);
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Obj ect I nput Stream oi s =
new Obj ect | nput Stream(ci s);

/1 Read objects

Poi nt point2 = (Point)ois.readOject();

Di nensi on di n2 = (Di nensi on)oi s. readChj ect () ;
Rectangl e rect2 = (Rectangl e)oi s.readObj ect ();
oi s.close();

/1 Conpare original with what was read back

int count = O;

if (point.equals(point2)) {
Systemout.println("Points are okay.");
count ++;

}

if (dimequal s(din)) {
System out. println("D nensions are okay.");
count ++;

}
if (rect.equals(rect2)) {

System out. printl n("Rectangl es are okay.");
count ++;

}
if (count !'= 3) {
System out. println(
"Probl em during encryption/decryption");

}
}
}

(seding) . SealedObject
. Seridizable
Cipher

Seal edObj ect seal edObj ect =
new Seal edObj ect (seri ali zabl e, cipher);

getObject
? get Obj ect (Ci pher c)

? get Obj ect (Key key)
? get Obj ect (Key key, String provider)
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ObjectlnputStream readObject
- -)
( (decrypter ,

Cipher

AWT Rectangle

i mport java.io.*;

i mport javax.crypto.*;

i nport javax.crypto.spec. *;
i mport java.aw.*;

public class Seal edExanpl e {

/!l Password nmust be at |east 8 characters
private static final String password = "zukowski";

public static void main(String args[]
) throws Exception {

Poi nt point = new Poi nt (100, 200);
Di nensi on di m = new Di mensi on( 300, 400);
Rect angl e rect = new Rectangl e(point, dim;

/1 Create Key
byte key[] = password. getBytes();
DESKeySpec desKeySpec =
new DESKeySpec(key);
Secr et KeyFactory keyFactory =
Secr et KeyFact ory. get |l nst ance( " DES") ;
Secret Key secretKey =
keyFact ory. gener at eSecr et (desKeySpec) ;

/1l Create Ci pher

Ci pher desCi pher =

Ci pher. get | nstance(" DES/ ECB/ PKCS5Paddi ng") ;
desCi pher.init(C pher. ENCRYPT_MODE, secretKey);

/1 Seal object
Seal edbj ect seal edvj ect =
new Seal edbj ect (rect, desC pher);

/1 Change ci pher node
desCi pher.init (G pher. DECRYPT_MODE, secretKey);

/1 Unseal object
Rectangle rect2 =
(Rect angl e) seal edCbj ect . get Obj ect (secr et Key) ;
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/1 Just print each out
Systemout.println(rect);
Systemout. println(rect2);

}
}

Java Object Seridization Specification
( http://java.sun.com/j 2se/1.4/docs/guide/serid i zation/spec/seria TOC.doc.html ) 2
12 13
(http://java.sun.com/j2se/1.4/docs/quide/seridization/relnoteshtml ) 1.4
(http://java.sun.com/j2se/1.4/docs/quide/serid i zation/rel notes14.html )

Seridizable
: readObject  writeObject
Not Seri al i zabl eExcepti on (throw).

private void readChj ect (Chj ectl nput Stream oi s)
throws C assNot FoundException, | OException {
throw new Not Seri al i zabl eException();

}

private void witeCbject(CObjectQutputStream ois)
throws | OException {
t hrow new Not Seri al i zabl eException();

}

Resources

JSTORM <14/15>


http://java.sun.com/j2se/1.4/docs/guide/serialization/spec/serialTOC.doc.html
http://java.sun.com/j2se/1.4/docs/guide/serialization/relnotes.html
http://java.sun.com/j2se/1.4/docs/guide/serialization/relnotes14.html

Issued by: < >
Revision: <1.0> <2001/09/">

? Java Cryptography Extension (JCE)

( http://java.sun.com/products/jce/ )

? Serialization Documentation

( http://java.sun.com/j2se/1.3/docs/guide/serialization/

? Sun Object Serialization FAQ

( http://java.sun.com/products/jdk/serialization/fag/ )

? JGuru Object Serialization FAQ

( http://www.jguru.com/fag/home.jsp?topic=Serialization )
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