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Security[Addison-Wesley 1999]

.class

. MyProgram.class

1

Program

2. MyProgram

3. MyProgram main
)

4, main main

Gong

, java.security

Inside Java 2 Platform

My



, rtjar JAR ), C bootstrap

JAR

, “pad for”

Classloader . LoadClass

loadClass(String className, Boolean resolve)



3. ClassL oader
resolve , ClassL oader
- (
loadClass resolve false

public class Typical ClassL oader extends ClassL oader

{ protected synchronized class |loadClass(String name, boolean resolve)

throws ClassNotFoundException
{ /lcheck if class aready loaded

Class cl1 = (Class)classes.get(name);

if (c1 == null) //new class
{ ty
{ Il check if system class
return fundSystemClass(name);

}
catch (ClassNotFoundException €) {}

catch(NoClassDefFoundError €) {}

/I load class bytes—details depend on class |oader

byte[] classBytes = |oadClassBytes(name);
if (classBytes == null)
throws new ClassNotFoundException(name);

cl = defineClass(name, classBytes, 0, classBytes.length);
if (c1 == null) throws new ClassNotFoundException(name);

defineClass

resolveClass

loadClass



classes.put(name, cl); // remember class

if (resolve) resolveClass(cl);

return cl;

private byte[] loadClassBytes(String name)
{

}
private Map classes = new HashMap ();

9-1 ,
( main
main
, main ( 91 )
o-1:
2000 ,
(Caesar) .=
. David kahn The Code Breakers,(Macmillan,NY,1967, p. 84) Caesar

Suetonius . Caesar 24 3



256

ClassL oaderTest

9-1: ClassLoaderTedt.java

import java.util.*;

import java.io.*;

import java.lang.reflect.*;
import java.awt.*;

import java.awt.event.*;

92 Caesarjava

CD-ROM



import javax.swing.*;

public class ClassL oaderTest

{ public static void main(String[] args)

{

Frame f = new ClassLoaderFrame();

f.show();

class ClassL oaderFrame extends JFrame

{ public ClassLoaderFrame()

{

setTitle(" ClassLoaderTest");

setSize(300, 200);

addWindowL istener(new WindowA dapter()

{ public void windowClosing(WindowEvent €)
{ System.exit(0);
}
P

getContentPane().setL ayout(new GridBagLayout());
GridBagConstraints gbc = new GridBagConstraints();
gbc.weightx = 0;

ghc.weighty = 100;

gbc.fill = GridBagConstraints.NONE;

gbc.anchor = GridBagConstraints.EAST,;

add(new JLabel("Class"), ghc, 0,0, 1, 1);

add(new JLabel("Key"), gbc, 0, 1, 1, 1);

gbc.weightx = 100;

gbc.fill = GridBagConstraints. HORIZONTAL;
gbc.anchor = GridBagConstraints. WEST;
add(nameField, gbc, 1,0, 1, 1);

add(keyField, gbc, 1, 1,1, 1);

gbc.fill = GridBagConstraints.NONE;

gbc.anchor = GridBagConstraints. CENTER,;
JButton loadButton = new JButton("Load");
add(loadButton, gbc, 0, 2, 2, 1);

loadButton.addActionListener(



new ActionListener()

{ public void actionPerformed(ActionEvent event)

{ runClass(nameField.getText(), keyField.getText());

}
IOk

public void add(Component ¢, GridBagConstraints ghc,
intx, inty,intw,inth)
{ gbc.gridx = x;
gbe.gridy =y;
gbc.gridwidth = w;
gbc.gridheight = h;
getContentPane().add(c, gbc);

public void runClass(String name, String key)
{ try
{ ClassLoader |oader
= new CryptoClassL oader(Integer.parselnt(key));
Class ¢ = loader.loadClass(name);

String[] args = new String[] {};

Method m = c.getMethod("main",
new Class[] { args.getClass() });
m.invoke(null, new Object[] { args});
}
catch (Throwable €)
{ JOptionPane.showM essageDial og(this, €);
}

private JTextField keyField = new JTextField('3", 4);

private JTextField nameField = new JTextField(30);



class CryptoClassL oader extends ClassL oader
{ public CryptoClassL oader(int k)

{ key =k;

}

protected synchronized Class | oadClass(String name,
boolean resolve) throws ClassNotFoundException
{ Il check if class already loaded

Class cl = (Class)classes.get(name);

if (cl ==null) // new class
{ try
{ /Il check if system class
return findSystemClass(name);

}
catch (ClassNotFoundException e) {}

catch (NoClassDefFoundError €) {}
/I'load class bytes--details depend on class |oader
byte[] classBytes = |oadClassBytes(name);
if (classBytes == null)
throw new ClassNotFoundException(name);
cl = defineClass(name, classBytes,
0, classBytes.length);
if (cl ==null)

throw new ClassNotFoundException(name);

classes.put(name, cl); // remember class

if (resolve) resolveClass(cl);

return cl;



private byte[] loadClassBytes(String name)
{ String cname = name.replace(’.’, '/') + ".caesar";
FilelnputStream in = null;
try
{ in = new FilelnputStream(cname);
ByteArrayOutputStream buffer
= new ByteArrayOutputStream();
int ch;
while ((ch =in.read()) !=-1)
{ byte b= (byte)(ch - key);
buffer.write(b);
}
in.close();
return buffer.toByteArray();
}
catch (IOException €)
{ if(in!=null)
{ try {in.close(); } catch (IOException e2) { }
}

return null;

private Map classes = new HashM ap();

private int key;

9-2: Caesar.java

import java.io.*;

public class Caesar
{ public static void main(String[] args)
{ if(args.length!=3)
{ System.out.printin("USAGE: java Caesar in out key");



return;

try
{ FilelnputStream in = new FilelnputStream(args[0]);
FileOutputStream out = new FileOutputStream(args[1]);
int key = Integer.parsel nt(args[2]);
int ch;
while ((ch =in.read()) !=-1)
{ bytec=(byte)(ch + key);
out.write(c);
}
in.close();
out.close();
}
catch(IOException €)

{ System.out.printin("Error: " +€);

}

javalang.ClassL oader

® ClassdefinClass(String name, byte data[], int offset, int length)

name
class
Data
Offset
Length
® VoidloadClass(String name, Boolean resolve)
ClassL oader
, defineClass . resolve
resoveClass

name . .class



® VoidresolveClass(Classc)

resolve

Resolve true

Cc

true

|loadClass

® ClassfindSystemClass(String name)

CLASSPATH

name

java — noverify Hello

resolveClass

.class

-noverify



Godel

. Gode

Godel

hex

93 VeifieTestjava

console



fun

static int fun()

{ intm;
intn;
m =1,
n=2
intr=m+n;
return r;

}

static int fun()

{ intm=1;
intn;
m = 1,
m=2;
intr=m+n;

return r;

javap

javap — VeifierTest

Method int fun()
Oiconst_1
listore O
2iconst_2
istore_1
4iload 0
5iload_1
6iadd

fun



7istore 2
8iload 2

9ireturn

3 istore 1 istore_o

0 (m)
16
Frank Y ellin[Addison-Wesly,1997]

Oiconst. 1 04
listore 0 3B
2iconst 2 05
distore 1 3C
4iload 0 1A
5iload 1 1B
6 iadd 60
7 istore 2 3D
8 iload 2 1C

9 ireturn AC

ROM )
., Hex WorkShop
3C 3B
VerifierTest
)
VerifierTest

hex
1(n)
Tim Lindholm
The Java Virtual Machine
hex Hex Workshop( CD-
9-2 fun
VerifierTest.class
( hex

CD-ROM VerifierTest.class

Exception in thread “ main” java.lang.VerifyError : ( class:VerifierTest, Method : fun signature :

() 1) Accessing value uninitalized register 1

—noverify

fun



2 = 15102330
URL

file)///C:/CoreJavaBook/v2ch9/VerifierTest/V erifierTest.html

9-3: VeifieaTest java

import java.awt.*;

import java.applet.*;

public class VerifierTest extends Appl et

public static void main(String[] args)
" +fun();

{
{ System.out.printin("1+2==

}

static int fun()
{ intm;
intn;
m = 1,
n=2
/I used hex editor to changeto "m = 2" in classfile
intr=m+n;

return r;

public void paint(Graphics g)
{ g.drawString("1+2=="+ fun(), 20, 20);

}



stop, suspend, resume, destroy,
setPripority/ setMaxProperity,setName setDaemon

AWT

(AppletSecurity )

, . exit



Runtime exit checkExit

exit

public void exit(int status)
{ SecurityManager security = System.getSecurityManager();
if (security !'= null)
security.checkExit( status);
exitInternal (status);

}
, checkExit
, checkExit

SecurityException
exit . private native
exitinternal

exitinternal private
exit checkExit

System static setSecurityM anager



2
policy

2

JDK1.0 , (sandbox,
)
. JDK1.1
JDK “ (All or Nothing)”
(Sandbox)
2 . Security policy permission set
9-4.
( : URL jar )
JDK1.2
, FilePermission
/tmp

FilePermisson p = new FilePermission(*/tmp/*”, “read,write");

, JDK1.2 Policy permission

Permission java.io.FilePermission “/tmp/*”, “read, write’;



95 JDK1.2

9-5: JDK1.2 (Permission)

SecurityManager checkExit

void checkPermission(Permission p)

void checkPermission(Permission p, Object context)

Context . (
Gong )

, checkExit

public void checkExit()

{ checkPermission (new RuntimePermission(“ exitVM"));

}

checkPermission

JDK '

java.security.SecureClassL oader
java.lang.SecurityM anager



Policy

Policy . Policy

Policy currentPolicy = Policy.getPo;icy();

Policy

getPermissions

PermissionCollection permissions

= currentPolicy.getPermissions(codeBase);

domain . Class GetProtectionDomain

ProtectionDomain domain

= anObject.getClass().getProtectionDomain();

ProtectionDomain getCodeSource  getPermission

getPolicy

protection

SecureClassL oader . SecureClassL oader

ProtectionDomain . ,
9-6

9-6:

SecurityManager ,

defineClass

SecurityException



init

Reader in = new FileReader(name);

FileReader FilePermisssion(name, “read”)
checkPermission checkRead FilelnputStream
91
9-1: (Call stack during permission checking)
FilelnputStream SecurityM anager codeSource  null

AllPermission

, checkPermission

Li Gong
Gary McGraw  Ed Felten(Josh Wiley & Sons 1999)

Securing Java . http://www.securingjava.com




java.lang.SecurityM anager
® void checkPermission(Permission p)

® void checkPermission(Permission p, Object context)

java.security.Policy
® static Policy getPolicy()
null
® PermissionCollection getPermiss ons(CodeSource source)
javalang.Class
® ProtectionDomain getProtectionDomain()

null

java.lang.ClasslL oader

® ProtectionDomain(CodeSource source,PermissionCollection collection)

® CodeSource getCodeSource()

® PermissionCollection getPermissions()

java.security.PermissionCollection

® void add(Permission p)

® Enumeration elements()

java.security.CodeSource



® Certificate]] getCertificates()

® URL getlLocation()

, SecureClassL oader
Policy
Policy : , JDK1.2
JDK jreflib . ,
Policy.provider = sun.security.provider.PolicyFile
policy
files . 5 RMI SecurityManager
grant codeBase www.horstmann.com/classes
{ Permission java.io.FilePermission “/tmp/*”. “read,write”;
}
www.horstmann.com/classes tnp
java.policy
° Java.policy (



java.security

policy.url.1 =file: ${ javahome} / lib/security/java.policy
policy.url.2 =file: ${ user.home}/ .java.policy
javasecurity
URL
URL ( )

, MyApp.policy

java -Djava.security.policy = MyApp.policy MyApp

appletviewer —3-Djava.security.policy = MyApplet.policy MyApplet.html

( appletviewer

, MyApp.policy

java—Djava.security.policy == MyApp.policy MyApp

AllPermission , java.policy



Java.policy

main

System.setSecurityManager(new SecurityManager());

—Djava.security.manager

java—Djava.security.manager

-Djava.security.policy = MyApp.policy MyApp

grant
grant codesource
{ permission_1;

permission_2;

codeBase “url”

URL / , , JAR



grant codeBase “www.horstmann.com/classes” { . . . }

grant codeBase www.horstmann.com/classesMyApp.jar { . . . }

URL URL

grant codeBase “file:C/myapps/classes”

http URL (http://)
file/llocaFile  filelocaFile URL
file UEL . ,

fileC:/dirffilename.ext
file/C:/dirffilename.ext
file//C:/dir/filename.ext
file//l C:/dir/filename.ext

file//ll C:/dir/filename.ext

file/dir/filename.ext

permission className targetName, actionList;

(java.io.FilePermission )
target name
action list
read connect

9-2



9-2 (Permission)

92 ,
“ permit”

BasicPermission

file
directory/
directory/*

*

directory/-

<<ALL FILES>>

/myapp

permission javaio.FilePermission “/myapp/-*,

“read, write, delete” ;

permission java.io.FilePermission :c\\myapp\\-“,

“read, write, delete” ;

(

\\

9-5



Hostname | Paddress
Localhost

* domainSuffix

*

'n
n- n n
-n n n
‘nl— n2

permission java.net.SocketPermission

“* horstmann.com:8000-8999", *“connect”;

property
propertyPrefix.*

“javahome”  “javavmr*”

javavm

permission java.util.PropertyPermission“ javavm.*” , “read”;

, ${ user.home}

permission java.io.FilePermission “${user.home” “read, write”

file.separator
${/} Yfileseparator} . ,

permission java.io.FilePermission “{user.home} ¥ /}-*

“read, write”;

. ${ property}



JDK policytool

( 9-7
) “ Edit Policy Entry” ,
( 9-8 ). " Edit Permission”
.( 9'9 ) )
C .. )
, 2

9-7:
9-8:
9-9:

, Permission



String
String getActions()
boolean equal s()
int hashCode()

boolean implies(permission other)

pl = new FilePermission(“ /tmp/-“. “read, write”);

tmp

p2 = new FilePermission(*/tmp/-“, “read”);
p3 = new FilePermission(* /tmp/aFile”, “read, write");
p4 = new FilePermission(*/tmp/aDirectory/-“, *“write’);

: pl p2
1 pl p2
2. pl p2
implies . FilelnputStream

, checkPermission

checkPermission(new FilePermission(filename, “read”));

TVPermission

AllPermission



new TVPermission(* Tommy:2-12:1900-2200", “watch, record”)

Tommy 7 10 2 12

implies

new TVPermission(* Tommy:4:2000-2100", “watch”)

JiextArea

class WordCheckTextArea extends JtextArea
{ public void append( String text )
{ WordCheckPermission p
= new WordCheckPermission(text, “insert”);
SecurityManager manager = System.getSecurityManager();
if (manager '= null) manager.checkPermission(p);

super.append(text);

WordCheckPermission ,

checkPermission

. insert(
) avoid(
grant
{ permission WordCheckPermission “sex, drugs, C++", “avoid”;
}

C++



WordCheckPermission , implies

pl p2
1 pl avoid p2

WordCheckPermission “sex, drugs, C++", °

WordCheckPermission “Mary had alittlelamb™,
2. pl p2 avoid

WordCheckPermission “sex, drugs, C++", °

insert , p2

‘avoid”

“ InSEft”

, p2 pl

‘avoid”

WordCheckpermission “sex, drugs’, “avoid”

3. pl p2 insert ,

pl p2

WordCheckPermission “Mary had a little lamb”, “insert”

WordCheckPermission “a litle lamb”, “insert”
95
Permission getName
avoid Set

public Set badWordSet ()
{ StringTokenizer tokenizer
= new StringTokenizer (getName (), “,” );
Set set = new HashSet();
while (tokenizer.hashMoreT okens())
set.add(tokenizer.nextToken());

return set;

equals
.2 , equal

containsAll

S

pl



“ C++,drugs, seX’

9-5 WordCheckPermission

“Insert”

java -Djava.security.policy = PermissionTest.policy PermissionTest

9-10: permissonTest

910 ,
“Java Applet Window’

java.awt. AWTPermission  showWindowWithoytWarningBanner

9-4: PermissionTest.,java

“sex, drugs. C++”

( 910



import java.awt.*;
import java.awt.event.*;
import java.io.*;

import java.net.*;
import java.security.*;
import java.util.*;

import javax.swing.*;

public class PermissionTest
{ public static void main(String[] args)
{ System.setSecurityManager(new SecurityManager());
JFrame f = new PermissionTestFrame();

f.show();

class PermissionTestFrame extends JFrame
{ public PermissionTestFrame()
{ setTitle("PermissionTest");
setSize(400, 300);
addWindowL istener(
new WindowA dapter()
{ public void windowClosing(WindowEvent €)
{ System.exit(0);
}
b

textField = new JTextField(20);
JPanel panel = new JPanel();
panel.add(textField);
JButton openButton = new JButton("Insert");
panel.add(openButton);
openButton.addA ctionListener(
new ActionListener()
{ public void actionPerformed(ActionEvent event)

{ insertWords(textField.getText());



IOk

Container contentPane = getContentPane();

contentPane.add(panel, "North");

textArea = new WordCheckTextArea();

contentPane.add(new JScrollPane(textArea), "Center");

public void insertWords(String words)
{ try
{ textArea.append(words+ "\n");
}
catch (SecurityException €)
{ JOptionPane.showM essageDial og(this,

"l am sorry, but | cannot do that.");

private JTextField textField;

private WordCheckTextArea textArea;

class WordCheckTextArea extends JTextArea
{ public void append(String text)
{ WordCheckPermission p
= new WordCheckPermission(text, "insert");
SecurityManager manager = System.getSecurityManager();
if (manager != null) manager.checkPermission(p);

super.append(text);

9-5: WordCheckPermission.java



import java.security.*;

import java.util.*;

public class WordCheckPermission extends Permission
{ public WordCheckPermission(String target, String anAction)
{ super(target);

action = anAction;

public String getActions() { return action; }

public boolean equals(Object other)
{ if (other == null) return false;
if (!getClass().equals(other.getClass())) return false;
WordCheckPermission b = (WordCheckPermission)other;
if (action.equals(b.action)) return false
if (action.equals("insert"))
return getName().equals(b.getName());
elseif (action.equals("avoid"))
return badWordSet().equal s(b.badWordSet());

elsereturn false

public int hashCode()

{ return getName().hashCode() + action.hashCode();
}

public boolean implies(Permission other)
{ if (!(other instanceof WordCheckPermission)) return false;
WordCheckPermission b = (WordCheckPermission)other;
if (action.equals("insert"))
{ return b.action.equals("insert") & &
getName().indexOf(b.getName()) >= 0;
}
elseif (action.equals("avoid"))

{ if (b.action.equals("avoid"))



{ return b.badWordSet().containsAll(badWordSet());
}
elseif (b.action.equals("insert"))
{ Iterator iter = badWordSet().iterator();
while (iter.hasNext())
{ String badWord = (String)iter.next();
if (b.getName().indexOf(badWord) >= 0)
return false;

}

return true;
}

elsereturn falseg

}

elsereturn false

public Set badWordSet()
{ StringTokenizer tokenizer
= new StringTokenizer(getName(), ",");
Set set = new HashSet();
while (tokenizer.hasMoreT okens())
set.add(tokenizer.nextToken());

return set;

private String action;

java.security.Permission
® permission(String name)

® String getName()

® boolean implies(Permission other)



WordCheckSecurityM anager
C++

checkPermission

public class WordCheckSecurityM anager extends SecurityM anager
{ public void checkPermission ( Permissionp)
{ if (p instanceof FilePermission
&& p.getActions ().equals (“read”))
{ String filename = p.getName ();
if (containsBadWords (filename))
throws new SecurityException (“ Bad wordsin“

+ filename);
}
else super.checkPermission (p);
}
}
checkRead
SecurityManager filePermission checjPermission
CheckPermission
- API

checkPermission

super.checkPermission

30



class
class
class
class

class

class

class
class
class
class
class
class
class
class

class

checkPermission

CheckPermission containBadWords

containsBadWords

WordCheck SecurityM anager
SecurityManager
java.io.FilelnputStream
java.io.FileReader
SecurityManagerFrame

java.awtEventDispatchThread

getClassContext

WordCheck SecurityM anager
SecurityManager
javaio.FilelnputStream
java.io.FileReader
WordCheck SecurityM anager
WordCheck SecurityM anager
SecurityManager
java.io.FilelnputStream

java.io.FileReader

GetClassContext



class SecurityManagerFrame

class java.awt.EventDispatchThread

getClassContext () [0] == getClassContext () [4]

, . FileReader

checkPermission

boolean inSameManager()
{ Clasg] cc = getClassContext ();

/I skip past current set of calls to this manager
inti=0;
while (i < cclength && cc[0] == cc]i])
i++;
/I check if there is another call to this manager
while (i< cc.length)
{ i (cc[0] ==cC]l]) returntrue;
i++;
}
return false;
checkPermission

, containsBadWords



if (p instances of FilePermission
&& p.getActions (). Equals(“ read”))
{ if (inSameManager ())
return;
String filename = p.getName ();
if (containsBadWords (filename) )

throws new SecurityException (“Bad words in “ + filename);

9-6 . main

) , “Alice in Wonderland “

“The Count of Monte Cristo”

JfileChooser
. JfileChooser
9-11: SecurityManager Test
WordCheck SecurityManager AllPermission
. WordCheckSecurityM anager
SecurityManager . Securitymanager

WordCheck SecurityManager

(

9-11



WordCheck SecurityM anager

JAR

jar cvf WordCheck.jar WordCheckSecurityManager.class

WordCheck SecurityManager.class

, WordCheck.policy

grant codeBase “fileWordCheck.jar”

{ permission java.security.AllPermission;

}

WordCheck.jar

java —Djava.security.policy = WordCheck.policy
-classpath  WordCheck.jar;. SecurityManagerTest.java

9-6: SecurityManager Test.java

import java.aw.*;
inport java.aw.event.*;
inport java.io.*;

i nport java.net.*;
inmport java.util.*;

i mport j avax. sw ng. *;



public class SecurityManager Test
{ public static void main(String[] args)
{ System set SecurityManager (new Wr dCheckSecurityManager());

JFrane f = new SecurityManager Franme();

f.show();

cl ass SecurityManager Frane extends JFranme
{ public SecurityManager Frane()
{ setTitle("SecurityManagerTest");
set Si ze(400, 300);
addW ndowLi st ener (
new W ndowAdapt er ()
{ public void w ndowd osi ng( WndowEvent e)
{ Systemexit(0);
}
1

fileNameFi el d = new JText Fi el d(20);
JPanel panel = new JPanel ();
panel . add(new JLabel ("Text file:"));
panel . add(fi | eNaneFi el d) ;
JButton openButton = new JButton("Qpen");
panel . add( openBut t on) ;
openBut t on. addAct i onLi st ener (
new Acti onLi st ener ()
{ public void actionPerforned(Acti onEvent event)

{ loadFile(fileNaneField. getText());

}
1),

Cont ai ner cont ent Pane = get Cont ent Pane() ;

cont ent Pane. add(panel, "North");



fileText = new JText Area();

cont ent Pane. add(new JScrol | Pane(fil eText), "Center");

public void |loadFile(String fil enane)
{ try
{ fileText.setText("");
Buf f eredReader in
= new Buff eredReader (new Fi | eReader (fil enane));
String s;
while ((s = in.readLine()) != null)
fileText.append(s + "\n");
in. close();
}
catch (1 OException e)
{ fileText.append(e + "\n");
}
catch (SecurityException e)

{ fileText.append("l amsorry, but | cannot do that.");

}

private JTextField fil eNaneFi el d;

private JTextArea fil eText;

9-7: WordCheck SecurityM anager .java

import java.io.*;

i mport java.security.*;

public class WrdCheckSecurityManager extends SecurityManager
{ public void checkPerm ssi on(Perm ssion p)

{ if (p instanceof FilePerm ssion



&8 p.get Actions().equal s("read"))
{ if (inSameManager())
return;
String fil eName = p. get Nane();
if (contai nsBadWords(fil eNanme))
t hrow new SecurityException("Bad words in "
+ fil eNane);
}

el se super. checkPerm ssion(p);

bool ean i nSaneManager ()

{ dass[] cc = getd assContext();

/1 skip past current set of calls to this nmanager
int i =0;
while (i < cc.length & cc[0] == cc[i])

i ++;

/1 check if there is another call to this nmanager
while (i < cc.length)
{ if (cc[0] == cc[i]) return true;
i ++;
}

return fal se;

bool ean cont ai nsBadWrds(String fil eNane)
{ if (!fileNane.tolLowerCase().endsWth(".txt")) return fal se;
/'l only check text files
Buf f eredReader in = nul | ;
try
{ in = new BufferedReader (new Fi | eReader (fil eNan®e));
String s;
while ((s = in.readLine()) !'= null)
{ for (int i =0; i < badwrds.length; i++)



if (s.toLowerCase().indexO (badWrds[i]) !'=-1)

return true;

}

in. close();

return fal se;

}
catch(1 OException e)

{ return true;

}
finally

{ if (in!=null)
try { in.close(); } catch (I CException e) {}

private String[] badwrds = { "sex", "drugs", "c++" };

javalang.System

® void setSecurityManager (SecurityManager s)

® securitymanager getSecurityManager ()

javalang.Securitymanager

® (Clasy[] getClassContext()

® void checkCreateClassL oader()

® void checkAccess(Thread g)
stop, suspend, resume, setPrioruty, setName

S

null

setDaemon

null



void checkAccess(ThreadGroup g)

stop, suspend, resume, setPrioruty, setName setDaemon

g
void checkExit(int status)
status
void checkExec(String amnd)
cand
void checkLink(String lib)
lib
void checkRead(FileDescriptor gd)
void checkRead(String file)
void checkWrite(FileDescriptor gd)
void checkWrite(String file)
void checkDelete(String file)

void checkRead(String file, Object context)

getSecurityContext , context

void checkConnect(String host, int port)

void checkConnect(String host, int port, Object context)

getSecurityContext , context

void checkListen(int port)

void checkAccept(String host, int port)

void checkSetFactory()

void checkPropertiesAccess()
void checkPropertyAccess(String key)



® void checkSecurityAccess(String key)

® boolean checkTopL evel Window(Object window)
true

® void checkPrintJobAccess()

® void checkSystemClipboardA ccess()

® void checkAwtEventQueueA ccess()
AWT

® void checkPackageA ccess(String pkg)

loadClass
® void checkPackageDefinition(String pkg)

loadClass

® void checkMemberAccess(Class cl, int member_id)

( ID
11 ).
java.security
JDK 1.0
“nervous text”
1.1 -
1. ?
2. ?

JDK 1.0



. java.security

java.security
(fingerprint) . , SHAL(
#1) 160 (20 )
SHA1
, 2160
SHA1 : 2100
. True Odds-How Risks Affect Your Everyday Life[Merritt Publishing
1996] (James Walsh) 3
1 . , 9
SHA1
( 10

SHA1
2D 8B 35 F3BF49CDB19404E066212B 5E57 7049 EL 7E



2A 330B4BB3FECC 1C9D 5C01 A7 0951 0B 49 AC 8F 98 92

?

100 1 10

SHA1
(Ronald Rivest) MD5

(William Stallings) Network and Internetwork Security[Prentice-Hall 1995]
MD5 )
MD5 SHA1 (
SHA1 MD5 . MessageDigest
M essageDigest
getlnstance

M essageDigest

SHA
MessageDigest alg = MessageDigest.getl nstance(* SHA-1");

(MD5 getlnstance “MD5

M essageDigest update
ag
FilelnputStream in = new Filel nputStream(f);

int ch;

while ((ch=in.read()) '=-1)
a g.update((bute)ch);

digest

MIT



byte[] hash = alg.digest();
9-8 SHA MD5

912

9-12: Computing a message digest

9-8: MessageDigestTest.java

import java.io.*;

import java.security.*;
import java.awt.*;
import java.awt.event.*;

import javax.swing.*;

public class M essageDigestTest
{ public static void main(String[] args)
{ JFrame f = new MessageDigestFrame();

f.show();

class M essageDigestFrame extends JFrame
{ public MessageDigestFrame()
{ setTitle("MessageDigestTest");
setSize(400, 200);
addWindowL istener(

new WindowAdapter()

{ public void windowClosing(WindowEvent €)

{ System.exit(0);
}
b

JPanel panel = new JPanel();

ButtonGroup group = new ButtonGroup();



ActionListener listener =
new ActionListener()
{ public void actionPerformed(ActionEvent event)
{ JCheckBox b = (JCheckBox)event.getSource();
setAlgorithm(b.getText());

b
addCheckBox(panel, "SHA-1", group, true, listener);
addCheckBox(panel, "MD5", group, false, listener);

Container contentPane = getContentPane();

contentPane.add(panel, "North");
contentPane.add(new JScroll Pane(message), " Center");
contentPane.add(digest, "South");

digest.setFont(new Font("Monospaced", Font.PLAIN, 12));

setAlgorithm("SHA -1");

JMenuBar menuBar = new JMenuBar();
JMenu menu = new JMenu("File");
JMenultem fileDigestltem = new JMenultem("File digest");
fileDigestltem.addActionListener(
new ActionListener()
{ public void actionPerformed(ActionEvent event)
{ loadFile();
}
b
menu.add(fileDigestitem);
JMenultem textDigestltem
= new JMenultem("Text area digest");
textDigestltem.addA ctionListener(
new ActionListener()
{ public void actionPerformed(ActionEvent event)
{ String m = message.getText();
computeDigest(m.getBytes());



b
menu.add(textDigestltem);
menuBar.add(menu);

setIMenuBar(menuBar);

public void addCheckBox(Container ¢, String name,
ButtonGroup g, boolean selected, ActionListener listener)
{ JCheckBox b = new JCheckBox(name, selected);
c.add(b);
g.add(b);

b.addActionListener(listener);

public void setAlgorithm(String alg)
{ try
{ currentAlgorithm = MessageDigest.getlnstance(alg);
digest.setText("");
}
catch(NoSuchAlgorithmException €)

{ digest.setText("" +€);
}

public void loadFile()
{ JFileChooser chooser = new JFileChooser();

chooser.setCurrentDirectory(new File("."));

int r = chooser.showOpenDial og(this);
if(r == JFileChooser. APPROVE_OPTION)
{ String name
= chooser.getSel ectedFile().getAbsolutePath();

computeDigest(loadBytes(name));



public byte[] loadBytes(String name)

{ FilelnputStream in = null;

try
{ in = new FilelnputStream(name);
ByteArrayOutputStream buffer
= new ByteArrayOutputStream();
int ch;
while ((ch =in.read()) !=-1)
buffer.write(ch);
return buffer.toByteArray();
}
catch (IOException €)
{ if(@in!'=null)
{ try {in.close(); } catch (IOException €2) {}
}

return null;

public void computeDigest(byte[] b)
{ currentAlgorithm.reset();
currentAlgorithm.update(b);
byte[] hash = currentAlgorithm.digest();
Stringd ="";
for (inti =0;i < hash.length; i++)
{ intv =hash[i] & OxFF;
if (v<16)d+="0";
d += Integer.toString(v, 16).toUpperCase() +" "
}
digest.setText(d);

private JTextArea message = new JTextArea();

private JTextField digest = new JTextField();



private MessageDigest currentAlgorithm;

java.security.MassageDigest

® static MessageDigest getlnstance(String algorithm)

M essageDigest
NoSuchAlgorithmException
algorithm “SHA-1" “MD5"

void update (byte input)
void update (byte[] input)
® void update (byte]] input, int offset, int len)

® byte]] digest ()

® void reset ()



20 ,

2000

Code Breakers )

RSA  DSA( )

p:fcab82ce8el2cabaz26ef ccf 7110e526db078b05edechcdleb4a208f 3ael617ae01f35b91a4 7e6df63413c5
€12ed0899bcd132acd50d99151bdc43ee737592e17

: 962eddcc369cha8ebb260ee6b6a126d9346e38c5



0:678471b27a9cf44ee91a49c514 7dblaaaf 244f 05a434d6486931d2d142710b9e35030b71fd73dal 79069
b3262935630e1¢c20623540d0da20a6c416e50be794cad

y:c0b6e67b4ac098eb1a32c5f 8c4clf0e7e6fh9d832532e27d0bdab9ca2d2a8123ce5a8018h8161a760480f

add040b927281ddb22ch9bcAdf596d7de4d1b977d50

p:fcab82ce8el2caba26ef ccf 7110e526db078b O5edechcdleb4a208f3ael617ae01f35b91a4 7e6df63413c5
€12ed0899bcd132acd50d99151bdc43ec737592e17

g:  962eddcc369cha8ebb260ee6b6a12609346e38¢5

0:678471b27a9cf44ee91a49c5147dbla9aaf 244f 05a434d6486931d2d14271b9e35030b71fd73dal79069
b32e2935630e1c2062354d0da20a6¢c416e50be794cad

X:  146c09f881656cc6c51f27eabc3891b85ed1d70a

( :

Network and Internetwork Security[Prentice-Hall 1955] The Handbook of
Cryptography )
Bob
Bob
Bob . Bob
, Bob

2. Bob
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9-13: DSA
DSA . RSA
RSA (www.rsa.com)
DSA . , 3
1
2.
3.
, Random
. ( javautil
)
1 1/10 864,000
( )l
SecureRandom Random

setSeed



SecurityRandom secrand = new SecureRandom ();
byte]] b = new byte[20];

[ fill with truly random bits

secrand.setSeed(b);

, nextBytes
byte]] randomBytes = new byte[64];
secrand.nextBytes (randomBytes);
1 DSA )
DSA

, KeypairGenerator

M essageDigest , KeyPairGenerator

DSA
“DSA” getlnstance

KeyPairGenerator keygen = KeyPairGenerator.getlnstance(* DSA”);

KeyPairGenerator
KeyPairGenerator

) Key strength
. Key strength
DSA ,

20

sun.security.provider.DSA



512

SecureRandom secrand = new secureRandom();
secrand.setSeed (. . .);
keygen.initialize (512, secrand);

KeyPair keys = keygen.generateKeyPair ();
KeyPair morekeys = keygen.generateKeyPair ();

publicKkey pubkey = keys.getPublic ();
privateKey privkey = keys.getPrivate ();

, . Signature

Signature signalg = Signature.getinstance (“DSA”);

, initSign

Signag.initSign (privkey);

update
while ((ch = inread ()) '= -1)
signalg.update ((byte)ch);

, sign

Byte[] signature = signalg.sign ();
DSA
initVerify
Signature verifyalg = Signature.getinstance(“ DSA");
verifyag.initVerify (pubkey);

While ((ch = inread) '= -1)



verifyalg.update ((byte)ch);

boolean check = verifyag.verify (signature);

verify true ,

99 , )

9-9: SignatureTedt.java

import java.security.*;

public class SignatureTest
{ public static void main(String[] args)
{ try
{ KeyPairGenerator keygen
= KeyPairGenerator.getlnstance("DSA");
SecureRandom secrand = new SecureRandom();

keygen.initialize(512, secrand);

KeyPair keysl = keygen.generateKeyPair();
PublicKey pubkeyl = keysl.getPublic();
PrivateKey privkeyl = keysl.getPrivate();

KeyPair keys2 = keygen.generateKeyPair();
PublicKey pubkey2 = keys2.getPublic();
PrivateKey privkey2 = keys2.getPrivate();

Signature signalg = Signature.getlnstance("DSA");
signalg.initSign(privkeyl);
String message

= "Pay authors a bonus of $20,000.";

signal g.update(message.getBytes());



byte[] signature = signalg.sign();

Signature verifyalg = Signature.getinstance("DSA");
verifyalg.initVerify(pubkeyl);
verifyalg.update(message.getBytes());
if (Iverifyalg.verify(signature))

System.out.print("not ");

System.out.printIn("signed with private key 1");

verifyalg.initVerify(pubkey?2);
verifyalg.update(message.getBytes());
if (Iverifyalg.verify(signature))
System.out.print("not ");
System.out.printIn("signed with private key 2");
}
catch(Exception €)
{ System.out.printIn("Error " + ¢€);
}

}

java.security.keyPairGenerator
® static KeyPairGenerator getlnstance (String agorithm)
KeyPairGenerator
NoSuchAlgorithmException

agorithm  “DSA”
® void initaize (int strength, SecureRandom random)
strength ,
random
® keyPair generateKeyPair ()
java.security.KeyPair

® PrivateKey getPrivate ()

® Publickey getPublic ()



java.security.Signature
® static Signature getlnstance (String agorithm)
Signature
NoSuchAlgorithmException
agorithm “DSA”
® void initSign (PrivateKey privateKey)
InvalidK eyException
privateK ey
void update (byte input)
void update(byte]] input)
® void update (byte]] input, int offset, int len)
® byte[] sign ()
® void initVerify (Publickey publicKey)

InvalidK eyException

publicKey

® boolean verify (byte[] signature)
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9-14:

( 915 )

9-15:

(Big Brother) . Verisign, Inc.(www.verisign.com)

United State Postal Service




Verisign

Verisign CEO  Stratton Sclavos  Verisign

) ( 9‘16
).
9-16: ID
1 ( )
. Verisign “ 1
- 3 Verisign
X.509
X.509 . X.509
Verisign, Microsoft, Netscape
. X.509 (CCITT)
X.500 . X.509
(] ( +
)
o
® « / )
o
[ ) ( + + )
® ( )



X.509
X.509

http://www.ietf.cnri.reston.va.us/ids.by.wa/X.509.html . Peter Gutmann

(http://www.cs.auckland.ac.nz/~pgut001/pubs/x509quide.txt)  X.509

X.509 “abstract syntax notation#1’ ASN.1
917 X.509 3 ASN1
ASN1
Basic encoding rules BER
BER , ) )
SEQUENCE,CHOICE OPTIONAL
, BER ;
Distinguished encoding rules(DER) . BER
http://www.rsa.com/rsal abs/pubs/PK CS/
Burton.S.Kaliski , Jr. A Layman' s Guide to a Subset of ASN.1, BER, and DER
http://www.cs.auckland.ac.nz/~pgut001/dumpasnl.c. BER
Oliver Dubuission ASN-1-Communication Between Heterogeneous
Systems[Academic Press 2000] John Larmout ASN.1 complete

(www.nokalva.com/ asnl/larmouth.html )

9-17: ASN.1 definition of X.509v3

JDK keytool

keytool . keytool



JOK

keytool )
alice.store
dice

keytool -genkey - keystore alice.store -dias aice

, password . keytool

Enter keystore password: password
?
[Unknown]: Alice Lee
?
[Unknown]: Engineering Department
?

[Unknown]: ACME Software

[Unknown]: Cupertino

[Unknown]: CA

[Unknown]: US
<CN=Alice Lee, OU=Engineering Department, O=ACME Software, L=Cupertino, ST=CA,
c=us> ?

[no]: Y
keytool  X.500 Common
Name(CN),Organizational Unit (OU),Organization (O),Location (L),State (ST),
Country(C)

ENTER



keytool -export—keystore alice.store -alias dice -file dicecert

keytool -printcert -file aice.cert

CN=Alice Lee, OU=Engineering Department, O=ACME Software,

L=Cupertino,ST=CA, C=US

: CN=Alice Lee, OU=Engineering Department, O=ACME Software,
L=Cupertino, ST=CA, C=US

38107867

Fri Oct 22 07:44:55 PDT 1999 : Thu Jan 2006:44:55

PST 2000

MD5: 5D:00:0F:95:01:30:B4:FE:18:CE:9A:35.0F.C9:90.DD
SHAL:F8.C2:7C.E2:0B:1F.69:E2:6C:31:9A:F6:35:FA:A3:AF.83:81:6A :6A

, JRE
jre/lib/security cacerts . Thawte  VeriSign
—list
keytool -list -keystore jre/lib/security/cacerts

changeit

Thawtepremiumserverca, Fri Feb 12 12:15:26 PST 1999, trustedCertEntry



Certificate fingerprint (MD5):
06:9F.69:79:16:66:90:02:1B:8C.8C.:A2:.C3.07:6F:3A

http://www.thawte.com/certs/trustmap.html Thawte

, keytool ( keytool rt.jar

JDK

Keytool -import -keystore bob.store -dias alice -file aicecert

. Jarsigner

JAR

jar cvf documentjar document.txt
jarsigner
, JAR

jarsigner -keystore dlice.store document.jar alice

, jarsigner —verify

Jarsigner -verify -keystore bob.store document.jar

. Jarsigner

JRE

JAR



X.500

JAR , jarsigner
Jar verified

JDK

ACME
(Information Resources Department)

acmesoft.store

keytool —genkey —keystore acmesoft.store —alias acmeroot

keytool —export —alias acmeroot —keystore acmesoft.store —file acmeroot.cert

keytool —import —alias acmeroot —keystore cindy.store —file acmeroot.cert

ACME
JDK

keytool



9-10

ACME

java CertificateSigner —keystore acmesoft.store —alias acmeroot —infile alice.cert —outfile

alice_signedby_acmeroot.cert

ACME ,
alice_signedby_acmeroot.cert ACME
, ACME
ACME
. keytool . —certreq
Thawte  Verisign
. keytool
. keytool
9-10 . . KeyStore

getlnstance . Keytool



getKey

“IKS . “SUN"

KeyStore store = KeyStore.getlnstance(* JKS', “ SUN");

char[] - VM
InputStreamin=...;
char[] password=.. .;
store.load(in, password);
Arrays.fill(password, * *);
In.close();
; getKey
Key
PrivateK ey

char[] keyPassword =. . . ;
PrivateK ey issuerPrivateKey = (PrivateK ey)store.getK ey(alias, KeyPassword);
Arraysfill(keyPassword, * *);

. CertificateFactory

CertificateFactory factory
= CertificateFactory.getlnstance(' X.509");
generateCertificate

in = new FilelnputStream(inname);

X509Certificate inCert
= (X509Certificate)factory.generateCertificate(in);
in.close();

generateCertificate X509%Certificate



Certificate . X509Certificate

Certificate . java.security
java.security.cert
javasecurity  java.securitycert

java.security.cert.Certificate

getTBSCertificate

byte[] inCertBytes = inCert.get TBSCertificate();

getCertificate
X509Certificate issuerCert
= (X509Certificate)store.getCertificate(alias);
getCertificate Certificate
X509Certificate . getSubjectDN
Principal
principal ) )
Principal issuer = issuerCert.getSubjectDN();
String issuerSigAlg = issuerCert.getSigAlgName();
RSA Inc . sun.security.x509

. Java technology  Sun

Microsystems



X509CertInfo info = new X509CertInfo(inCertBytes);
info.set(X509CertInfo.ISSUER,

new Certificatel ssuerName((X500Name)issuer));

X509CertImpl outCert = new X509CertImpl(info);
outCert.sign(issuerPrivateK ey, issuerSigAlg);

outCert.derEncode(out);

. JDK

9-10: CertificateSigner.java
import java.io.*;
import java.security.*;
import java.security.cert.*;

import java.util.*;

import sun.security.x509.X509CertInfo;
import sun.security.x509.X509CertImpl;
import sun.security.x509.X500Name;

import sun.security.x509.Certificatel ssuerName;

public class CertificateSigner
{ public static void main(String[] args)
{ String ksname = null; // the keystore name
String alias = null; // the private key alias

String inname = null; // the input file name



String outname = null; // the output file name
for(inti=0;i<args.length; i +=2)
{ if (arg9[i].equals("-keystore"))
ksname = args[i + 1J;
elseif (args[i].equals("-alias"))
alias = argg[i + 1];
elseif (args[i].equals("-infile"))
inname = args[i + 1J;
elseif (args[i].equal s("-outfile"))
outname = args[i + 1];

elseusage();

if (ksname == null || aias==null ||

inname == null || outname == null) usage();

try
{ PushbackReader console = new PushbackReader(new

I nputStreamReader(System.in));

KeyStore store = KeyStore.getlnstance("JKS", "SUN");
InputStream in = new FilelnputStream(ksname);
char[] password

= readPassword(console, "Keystore password");
store.load(in, password);
Arrays.fill(password, ' ");

in.close();

char[] keyPassword

= readPassword(console, "Key password for " + alias);
PrivateKey issuerPrivateK ey

= (PrivateKey)store.getKey(alias, keyPassword);
Arrays.fill(keyPassword, ' ");

if (issuerPrivateKey == null)

error("No such private key");



in = new FilelnputStream(inname);

CertificateFactory factory

= CertificateFactory.getlnstance("X.509");

X509Certificate inCert
= (X509Certificate)factory.generateCertificate(in);
in.close();

byte[] inCertBytes = inCert.getTBSCertificate();

X509Certificate issuerCert
= (X509Certificate)store.getCertificate(alias);
Principal issuer = issuerCert.getSubjectDN();

String issuerSigAlg = issuerCert.getSigAlgName();

FileOutputStream out = new FileOutputStream(outname);

X509CertInfo info = new X509CertInfo(inCertBytes);
info.set(X509CertInfo.ISSUER,

new Certificatel ssuerName((X500Name)issuer));

X509CertImpl outCert = new X509CertImpl(info);
outCert.sign(issuerPrivateK ey, issuerSigAlQ);

outCert.derEncode(out);

out.close();
}
catch (Exception exception)
{ System.out.println(exception);

}

public static char[] readPassword(PushbackReader in,

String prompt) throws IOException



{ System.out.print(prompt + ":");
System.out.flush();
final int MAX_PASSWORD_LENGTH = 100;
int length = 0;
char[] buffer = new charf MAX_PASSWORD_LENGTH];

while (true)
{ intch=in.read();
if ch=="\r"||ch=="\n"||ch==-1
|| length == MAX_PASSWORD_LENGTH)
{ if (ch=="r)// handle DOS"\r\n" line ends
{ ch = in.read();
if (ch!="\n"&& ch!=-1) in.unread(ch);
}
char[] password = new char[length];
System.arraycopy(buffer, 0, password, 0, length);
Arrays.fill(buffer,'");
return password;
}
else
{ buffer[length] = (char)ch;

length++;

public static void error(String message)
{ System.out.println(message);
System.exit(1);

public static void usage()

{ System.out.printin("Usage: java CertificateSigner"
+ " -keystore keyStore -alias issuerKeyAlias"
+ " -infile inputFile -outfile outputFile");

System.exit(1);



java.security.Principd

® String getName()

principal

java.security.KeyStore

® datic getlnstance(String type)

® datic getlnstance(String type, String provider)

. Provider
provider . keytool
“JKS'  provider “ SUN”
® void load(InputStream in, char[] password)
MM

Key getKey(String alias, char[] password)

dias

Certificate getCertificate(String aias)
dias
java.security.cert.CertificateFactory
® CertificateFactory getlnstance(String type)
“ X509’

® Certificate generate Certificate (InputStream in)

java.security.cert.Certificate
® PublicKey getPublicKey()

® byte[] getEncoded()

® String getType()
“ X 500"
javasecurity.cert. X509Certificate
® Principa getSubjectDN()
® Principa getlssuerDN()
( )



® Date getNotBefore()
® Date getNotAfter()

® Biginteger getSerid Number()

® String getSigAIgName()
® hbytd] getSignature()

® bytef] getTBSCertificae)

JAR

Explorer JDOK 1.1
Microsoft

WWW.Securingjava.com/appdx-c/

DER

Netscape

www.suitable.com/Doc_CodeSigning.shtml

Internet

Netscape



2.
Thawte  Verisign
ACME
ACME
ACME
ACME JAR
JAR , JAR
jar cvf MyApplet.jar *.class
jarsigner JAR

jarsigner —keystore acmesoft.store MyApplet.jar acmeroot

JAR

ACME



ACME

certs.store acmeroot
keytool -export -keystore acmesoft.store -alias acmeroot
-file acmeroot.cert

keytool -import -keystore certs.store -alias acmeroot -file acmeroot.cert

keystore “ keystoreURL”, *“keystoreType”;

keytool JKS
keystore “fileccerts.store”, “JKS';

grant signedBy “dias
grant signedBy “acmeroot”

{ permission javaio.FilePermission “<<ALL FILES>>", “read”;

9-11
( 918 )

appletviewer



9-18: The FileReadApplet

JAR acmeroot

applets.policy

keystore “fileccerts.store”, “JKS';

grant signedBy “acmeroot”

{ permission javaio.FilePermission “<<ALL FILES>>", “read’;
h

policytool

) ) , JAR

, appletviewer
Appletviewer -JDjava.security.ploicy=applets.policy FileReadApplet.html

Java Plug-in

jrellib/security java.security

# The default is to have a single system wide policy file,
# and apolicy file in the user s home directory.
policy.url.1=file:${ java.home} /lib/securit/java.policy

policy.url.2=file:${ user.home}/ .java.policy

URL
Policy.url.3=file:///homeltest/applet.policy



java.security JDK
, JRE
Files\JavaSoft
Netscape 4 Internet Explorer
EMBED OBJECT HTML
. Opera Netscape 5 APPLET
( 1
)
appletviewer

9-11: FileReadApplet.java

import java.awt.*;
import java.awt.event.*;
import java.io.*;

import java.util.*;

import javax.swing.*;

public class FileReadApplet extends JApplet

{ public FileReadApplet()
{ fileNameField = new JTextField(20);

JPanel panel = new JPanel();

panel .add(new JLabel ("File name:"));

panel.add(fileNameFiel d);

JRE

\Program

10



JButton openButton = new JButton("Open");
panel.add(openButton);
openButton.addActionListener(

new ActionListener()
{ public void actionPerformed(ActionEvent event)

{ loadFile(fileNameField.getText());

}
IOk

Container contentPane = getContentPane();

contentPane.add(panel, "North");

fileText = new JTextArea();

contentPane.add(new JScrollPane(fileText), " Center");

public void loadFile(String filename)
{ try
{ fileText.setText("");
BufferedReader in
= new BufferedReader(new FileReader(filename));
String s;
while ((s=in.readLine()) !=null)
fileText.append(s + "\n");
in.close();
}
catch (IOException €)
{ fileText.append(e + "\n");
}
catch (SecurityException €)
{ fileText.append('l am sorry, but | cannot do that.");

}

private JTextField fileNameField;

private JTextAreafileText;



® ${javahome}/lib/security javapalicy
®  ${user.home} Jjava.policy
${java.home} /lib/security java.policy

policy.url.3=http://intranet.acmesoft.com/admin/applet.policy

URL

keystore http://intranet.acmesoft.com/certs.store, “JKS’;

JRE cacerts
JRE

cacerts

JAR

AllPermission

(sandbox)”



ActiveX . ActiveX

( 9-19

Thawte  Verisign

® sandbox

9-19:

1. Thawte

3. Thawte - cacerts

(*.netbizz.dk) Thawte



? Thawte  *.netbizz.dk

AWT

, Thawte Verisign

http://java.sun.com/products/plugin/1.2/docs/nsobjsigning.html

, AP,



, 2

, Java Cryptographic Extensions(JSE) . JCE DES(Data
Encryption Standard)
56
RSA Security Inc
, Java Cryptographic Extensions
, RSA ( /
) RSA
, RSAsecurity inc
Java Cryptography Extensions
RSA . . RSA
2000 10
http://java.sun.com/products/jce JCE

http://java.sun.com/propucts/jce/jcel2_providers.html




